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non-law-enforcement interests alone are pursued, but not when both law
enforcement and non-law enforcement interests reinforce each other.

However, under Edmond and Ferguson, the additional-use doctrine
applies more subtly at the level of adopting a multifaceted program. Pre-
sumably, in Edmond, the Indianapolis police could have employed road-
blocks to check for intoxicated drivers. While conducting this check,
they could have brought a drug-sniffing dog near the driver’s vehicle;
after all, the use of a dog to detect the odor of narcotics is not a search.!”®
Therefore, the dissent argued, “[t]he State’s use of a drug-sniffing dog,
according to the Court’s holding, annuls what is otherwise plainly consti-
tutional . . . .”180 To which the majority responded: “the constitutional
defect of the program is that its primary purpose is to advance the gen-
eral interest in crime control.”!8! Discerning the primacy of the general
crime-control purpose in Edmond was trivial, for this was the only pur-
pose the city proffered.!8?

Ferguson is slightly more complex in that the state hospital adopted
a program that relied on the criminal law not to punish women, but to
induce them to comply with drug abuse programs. Nevertheless, the
state hospital established the cocaine testing program in consultation
with the police department for the express purpose of obtaining evidence
for criminal cases.'®* Consequently, the Court was able to say that the
sole immediate purpose of the program was to generate evidence against
cocaine users for criminal prosecutions, and a program that has as its
only immediate goal subjecting individuals to the criminal law involves
no “special needs.”!84

the suspect to later crimes in which size 12 Bruno Magli shoeprints are discovered. See supra
text accompanying note 28.

179 Every Justice accepted this proposition. See Edmond, 121 S.Ct. at 453 (“{T]hat of-
ficers walk a narcotics-detection dog around the exterior of each car at the Indianapolis check-
points does not transform the seizure into a search. See United States v. Place, 462 U.S. 696,
707 (1983).”) (majority opinion); id. at 460 (“[A] ‘sniff test’ by a trained narcotics dog is not a
‘search’ within the meaning of the Fourth Amendment because it does not require physical
intrusion of the object being sniffed and it does not expose anything other than the contraband
items. United States v. Place, 462 U.S. 696, 706707 (1983).”) (dissenting opinion).

180 4. at 458 (Rehnquist, C.J., dissenting).

181 Jd. at 456 n.1 (O’Connor, J.).

182 See id. at 457 n.2 (“Because petitioners concede that the primary purpose of the Indi-
anapolis checkpoints is narcotics detection, we need not decide whether the State may estab-
lish a checkpoint program with the primary purpose of checking licenses or driver sobriety and
a secondary purpose of interdicting narcotics. Specifically, we express no view on the ques-
tion whether police may expand the scope of a license or sobriety checkpoint seizure in order
to detect the presence of drugs in a stopped car.”).

183 Ferguson, 121 S.Ct. at 1290-91.

184 The majority wrote that:

While the ultimate goal of the program may well have been to get the women in
question into substance abuse treatment and off of drugs, the immediate objective of
the searches was to generate evidence for law enforcement purposes in order to
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Significantly, however, neither Edmond nor Ferguson reaches the
more vexing question of what evidence can be used to infer purpose
when the government contends that its immediate purpose in instituting
an investigative practice is something other than (or in addition to) pure
crime control.!85 The validity of mixed-motive programs will be more
difficult to ascertain.

For example, if a state adopts an identification program that it con-
cedes was instituted for the sole purpose of obtaining a personal identi-
fier to check against trace evidence from crimes, then Edmond and
Ferguson close the door to the special-needs exception. Specifically, it
could be argued that (1) just as it would have been permissible to stop
cars to check for inebriated drivers, it is permissible to acquire and retain
the DNA genotypes of custodial arrestees for the limited, administrative
purpose of securing an unambiguous personal identifier; (2) just as the
use of a dog to sniff out crime is not itself unconstitutional, using the
DNA records to link arrestees to other crimes is constitutional; but (3)
because the program was adopted to implement its second component
rather than the first, it has as its “primary purpose” the “general interest
in crime control.” This characterization of the program would preclude
the balancing that might excuse the lack of individualized suspicion for
special-needs searches.

reach that goal. The threat of law enforcement may ultimately have been intended as
a means to an end, but the direct and primary purpose of MUSC’s policy was to
ensure the use of those means. In our opinion, this distinction is critical.

Id. at 1291 (footnotes omitted).

185 The analysis of purpose in constitutional adjudication is notoriously slippery. If the
government asserts that the purpose of a law is the suppression of ideas, the law is likely to be
invalidated under the First Amendment. See, e.g., Texas v. Johnson, 491 U.S. 397, 414 (1989)
(“If there is a bedrock principle underlying the First Amendment, it is that the government may
not prohibit the expression of an idea simply because society finds the idea itself offensive or
disagreeable.”); Police Dep’t v. Mosley, 408 U.S. 92, 95 (1972) (“[T]he First Amendment
means that government has no power to restrict expression because of its message, its ideas, its
subject matter, or its content.”). But if the legislation recites content-neutral purposes, the
Court will not rely on statements of the actual motivation of the law’s supporters to establish
that its primary purpose is to suppress certain speech. See, e.g., United States v. O’Brien, 391
U.S. 367 (1968) (draft-card burning). On the other hand, when the issue is whether a law may
have been enacted to burden one race, the Court looks to actual purpose regardless of the
official explanation. See, e.g., Griffin v. County Sch. Bd. of Prince Edward County, 377 U.S.
218, 231 (1964) (“Whatever nonracial grounds might support a State’s allowing a county to
abandon public schools, the object must be a constitutional one, and grounds of race and
opposition to desegregation do not qualify as constitutional.”). The same searching inquiry
may be used to decide whether the primary purpose of a law is to advance religion. See, e.g.,
Church of the Lukumi Babalu Aye, Inc. v. City of Hialeah, 508 U.S. 520, 533 (1993) (“[I]f the
object of a law is to infringe upon or restrict practices because of their religious motivation, the
law is not neutral, and it is invalid unless it is justified by a compelling interest and is narrowly
tailored to advance that interest.”). These and other domains in which the Court considers
whether legislation is motivated by an impermissible purpose are catalogued in Richard H.
Fallon, Ir., Foreword: Implementing the Constitution, 111 Harv. L. Rev. 56 (1997).
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But even if a state does not concede that its biometric identifier
program was adopted to look for matches with crime-scene samples, the
result may be the same. Consider the practice of fingerprinting arrestees,
which began in some jurisdictions before latent fingerprints were used in
solving crimes.!3¢ In those jurisdictions, the practice originally served
only the administrative functions for having an unambiguous, permanent,
personal identifier of individuals who have been arrested. The primary
purpose test surely is satisfied, and special-needs balancing is
permissible.

Now suppose that such a jurisdiction adopts the practice of checking
these fingerprints against those lifted from crime scenes. If the neoteric
database-query practice is itself a program, then it must confront Ed-
mond’s dictum that “programmatic purposes may be relevant to the va-
lidity of Fourth Amendment intrusions undertaken pursuant to a general
scheme without individualized suspicion.”'87 The only purpose for
searching a database of crime-scene fingerprints (or for creating a
database of arrestee fingerprints to search against new crime-scene prints
as they emerge) is the “general interest in crime control.” Hence, the
new practice cannot be upheld under the special-needs balancing.

But if the new practice is treated as part of an integrated system,
then Edmond and Ferguson appear to ask which function the system as a
whole has as its primary purpose — the administrative one of having an
accurate, permanent record of who has been incarcerated, or the general
crime-control one of solving cases. Neither answer is particularly satis-
fying. One could argue that the crime-control component, which came
as an afterthought, is secondary; but the system as ultimately imple-
mented clearly serves both functions.

Now consider the same system with both components adopted si-
multaneously. The situation seems even more complex, for now we
must guess whether the state would have adopted the administrative re-
cord-keeping component even without the crime-control database-query
component.'38 Assume that it would have, but that it also would have
adopted the database-query component without the record-keeping com-
ponent. In these circumstances, neither component is primary in the “but

186 Some courts have held or implied that taking fingerprints is not itself a search (so that
only the detention of the person need be justified under the Fourth Amendment). See supra
note 84 and accompanying text. For the purpose of exploring the implications of Edmond for
personal identification systems that are treated as searches, this section assumes that finger-
printing is a search of the person.

187 121 S.Ct. at 456.

188 See¢ Edmond v. Goldsmith, 183 F.3d 659, 666, 667 (7th Cir. 1999) (Easterbrook, J.,
dissenting) (criticizing the inquiry into purpose or motive), aff’d sub nom. City of Indianapolis
v. Edmond, 121 S.Ct. 447 (2000).
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for” sense. If actual as opposed to announced motives are decisive,!8?
however, the legislative history or other sources might be consulted to
decide which motive predominates.

This effort to describe the “primary purpose” test for identification
systems for arrestees could be prolonged, but it seems clear that there is
no general answer to whether a particular system of DNA identification
that goes beyond administrative record-keeping to encompass general
crime-control features will be eligible for balancing under the special-
needs line of cases. The outcomes of but-for tests and mixed-motive
inquiries inevitably depend on particular circumstances, and there is
room for states intent on including arrestees in their DNA databases to
engage in strategic manipulation.

Fortunately, there is a better alternative to the special-needs excep-
tion. It is a candid effort to create a new exception to the general rule
that a warrant and probable cause (or other individualized suspicion) is
essential to the reasonableness of searches and seizures. A system of
nonintrusive DNA sampling, limited analysis of the DNA, and secure
records of DNA genotypes differs from traditional searches and seizures.
The law should not overlook these differences just because the practice
aids criminal investigations and hence is not classified as a “special
need.” The next section therefore considers whether an exception for
acquiring and compiling biological trace information should be created
in response to the value of DNA evidence in enforcing the criminal laws.

4. The Trace Evidence Database Exception

DNA databases help solve crimes, and they help avoid false convic-
tions. That is what has led the federal government to promote convicted
offender databases in the states and to earmark funds for reducing the
backlog of unanalyzed DNA samples from crime-scenes and victims.!90
The difficulties of constitutional inquiries into “primary purpose” not-
withstanding, the stark truth is that DNA typing of arrestees appeals to
some politicians, law enforcement officials, and victims of crimes be-
cause it promises more efficient identification of criminals and more ef-
fective deterrence of crimes. Yet, in an effort to fit DNA databases into
existing categories, the analysis thus far has largely ignored this most
powerful reason for establishing databases. We have seen that the Fourth
Amendment permits the acquisition, for administrative purposes, of
DNA records on individuals placed in custody, but that existing excep-
tions to the warrant requirement may not extend beyond such
recordkeeping.

189 See supra note 162,
190 See supra note 25.
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Nevertheless, the existing exceptions to the warrant requirement are
not ancient specimens of an extinct species frozen in amber. They are
living creations whose structures continue to evolve and whose number
is not fixed. Although new exceptions are not created lightly,!®! there
are powerful crime-control reasons for a state to establish DNA
databases for convicted offenders or arrestees, the databases can be struc-
tured to respect most individual privacy interests, they can be adminis-
tered fairly, and they can be accommodated with a specific and limited
exception to the warrant requirement. Consequently, it is neither hereti-
cal nor Quixotic to pose the question whether such an exception should
be recognized. The answer turns on the same type of balancing that the
Court performs in special-needs cases. The pivotal factors are the grav-
ity of the privacy invasion, the practicality and value of securing a war-
rant and requiring individual suspicion, and the importance of the
government’s interest.!9? :

The attenuated privacy interest. As discussed in Part IV.A, the
physical intrusion is minimal, especially if the surface of the skin is not
penetrated. Certainly, it is far less offensive than the body cavity
searches of arrestees upheld in Bell v. Wolfish.'9*> Furthermore, if there is
adequate assurance that genotyping of only “vacuous” loci can take
place, no additional privacy interests are implicated.'** Finally, there is

191 See, e.g., Mincey v. Arizona, 437 U.S. 385, 390 (1978).

192 See supra Part IV.B.3.

193 441 U.S. 520 (1979).

194 Indefinite retention of pure biometric data that are legitimately gathered does not in-
fringe any constitutionally recognized privacy interest. For example, states may provide for the
expungement of fingerprints or other information related to an arrest or conviction, but it is not
obvious that the Fourth Amendment necessitates such expungement. Cf. Hodge v. Jones, 31
F.3d 157 (4th Cir. 1994) (holding that, given the state’s interest in maintaining a computerized
database of investigations of child abuse, the constitution does not require the files of parents
who had been investigated and cleared of child abuse charges to be removed from the
database); James M. Diehm, Federal Expungement: A Concept in Need of a Definition, 66 ST.
Joun’s L. Rev. 73 (1992) (describing the circumstances under which courts grant expunge-
ment of arrest records under their power to do equity). There is extensive variation in state
legislation providing for expungement or sealing of criminal records. Some statutes provide
for destruction of DNA records; others specify that it shall be retained. See, e.g., ARk. CODE
ANN. § 16-90-906 (Michie 1997) (“Any individual who has been charged and arrested for any
criminal offense and the charges are subsequently nolle prossed or dismissed, or the individual
is acquitted at trial is eligible to have all arrest records, petitions, orders, docket sheets, and any
other documents relating to the case expunged . . . .”); CaL. PENaAL Copk § 851.8(a) (Michie
1998) (arrestee who is found to be “factually innocent” can petition to have law enforcement
agencies seal their records of the arrest for three years from the date of the arrest, and then
destroy their records); CaL PenaL CobpE § 299(a) (Michie 1998) (sex offender “whose DNA
profile has been included in the data bank . . . shall have his or her information and materials
expunged from the data bank when the underlying conviction or disposition . . . has been
reversed and the case dismissed, the defendant has been found factually innocent of the under-
lying offense . . . , the defendant has been found not guilty, or the defendant has been acquitted
of the underlying offense.”); FLA. ST. ANN. § 943.0585(1) (West 1999) (“The court may only
order expunction of a criminal history record pertaining to one arrest or one incident of alleged
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no unjustified detention of the person or entry into the home or other
property. In sum, if the collection and storage of the genetic information
is properly structured, the effect on the security of “persons, houses, pa-
pers, and effects” is de minimis.193

The point of a warrant. The second consideration in ascertaining
whether a DNA database exception is sound involves two aspects of the
warrant process: the extent to which a judicial warrant would protect
against unwarranted invasions of privacy, and the extent to which the
process would interfere with the attainment of the benefits promised by
the system of searches. As the Court explained in Skinner v. Railway
Labor Executives’ Association:'%5

An essential purpose of a warrant requirement is to
protect privacy interests by assuring citizens subject to a
search or seizure that such intrusions are not the random
or arbitrary acts of government agents. A warrant assures
the citizen that the intrusion is authorized by law, and
that it is narrowly limited in its objectives and scope
... . A warrant also provides the detached scrutiny of a

criminal activity . . . ,” but “[t]his section does not confer any right to the expunction of any
criminal history record . . . .”); FLA. ST. AnN. § 943.0585(4) (West 1999) (“Any criminal
history record of a minor or an adult which is ordered expunged by a court of competent
jurisdiction . . . must be physically destroyed or obliterated by any criminal justice agency
having custody of such record; except that any criminal history record in the custody of the
department must be retained . . . .”); Iowa Copg ANN. § 692.17 (West 1999) (“Criminal his-
tory data in a computer data storage system shall not include arrest or disposition data or
custody or adjudication data after the person has been acquitted or the charges dismissed
...."); 15 LA. Rev. STAT. § 614(A) (1999) (“A person whose DNA record or profile has been
included in the data base or data bank . . . may request that his record or profile be removed . . .
[if the] arrest . . . does not result in a conviction™); 15 LA. Rev. StaT. § 614(B) (1999) (“The
state police shall remove all records and identifiable information in the data base or data bank
pertaining to the person and destroy all samples from the person upon receipt of a written
request for the removal of the record and a certified court order of expungement . . . .”); MINN.
STAT. ANN. § 609A.03 (West 1998) (a convicted offender may file a petition for expungement,
which is “an extraordinary remedy to be granted only upon clear and convincing evidence that
it would yield a benefit to the petitioner commensurate with the disadvantages to the public
and public safety”; the record may be sealed, but “shall not be destroyed or returned,” and
“[u]pon issuance of an expungement order related to a charge supported by probable cause, the
DNA samples and DNA records held by the bureau of criminal apprehension shall not be
sealed, returned, or destroyed.”).

195 The conditions described in the text make the collection of a DNA sample and crea-
tion and retention of a biometric record from it no more troubling than collecting fingerprints.
The Supreme Court has intimated that the process of fingerprinting constitutes “a much less
serious intrusion upon personal security than other types of police searches and detentions.”
Davis v. Mississippi, 394 U.S. 721, 727 (1969). DNA typing, like fingerprinting, “involves
none of the probing into an individual’s private life and thoughts that marks an interrogation or
search.” Id. Like fingerprinting, DNA analysis “is an inherently more reliable and effective
crime-solving tool than eyewitness identifications or confessions and is not subject to such
abuses as the improper line-up and the ‘third degree.’” Id.

196 489 U.S. 602 (1989).
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neutral magistrate, and thus ensures an objective deter-
mination whether an intrusion is justified in any given
case. .. .97

Because police officers have considerable discretion to make war-
rantless arrests, and subjective factors come into play, some risk of arbi-
trary or bad faith decisionmaking is present with arrest-based DNA
sampling. Nevertheless, if DNA sampling is a standard part of the book-
ing procedure and if the additional invasion of privacy due to genotyping
is negligible, the discretion that exists at the time of an arrest is not sub-
stantially more troublesome than it is in arrests not followed by DNA
sampling.1®® Indeed, if an officer lacks probable cause to arrest, evi-
dence that results from collecting DNA and finding a match in the
database of DNA from unsolved crimes is subject to exclusion. Further-
more, there are many other avenues open to police who are determined to
obtain a DNA sample from a specific individual.'®® In general, then, the
risk of pretextual arrests intended solely to secure a suspect’s DNA pro-
file is limited.

In short, in a system of routine collection of DNA on arrest, judicial
warrants do not greatly advance privacy interests. But requiring warrants
based on probable cause (or a lesser quantum of proof) relating to of-
fenses other than the one that triggers the arrest would defeat the purpose
of DNA databases. These databases are an intelligence tool rather than a
“one-to-one” investigative device for linking a single, known suspect
with a specific, known offense.

The government interests. To be balanced against the individual in-
terest in the security of the person or informational privacy are the gov-
ernment’s interests. As with the degree of the intrusion on personal
privacy, these depend on the nature of the DNA databanking system. In
addition to the administrative reasons to record biometric data that show
a person’s true identity,2°°© DNA sampling upon arrest can help reduce

197 Id. at 621-22 (citations omitted). See also Delaware v. Prouse, 440 U.S. 648, 661
(1979) (invalidating a system of automobile stops that involved the “kind of standardless and
unconstrained discretion [which] is the evil the Court has discerned when in previous cases it
has insisted that the discretion of the official in the field be circumscribed, at least to some
extent.”). Another concern underlying the warrant requirement is “to prevent hindsight from
coloring the evaluation of the reasonableness of a search or seizure.” United States v. Marti-
nez-Fuerte, 428 U.S. 543, 565 (1976).

198 A warrant for routine DNA sampling would serve no meaningful purpose. See Nat’l
Treasury Employees Union v. Von Raab, 489 U.S. 656 , 667 (1989) (because the Customs
Service tests all employees applying for particular positions, it “does not make a discretionary
determination to search based on a judgment that certain conditions are present, [and] there are
simply ‘no special facts for a neutral magistrate to evaluate.’”) (quoting South Dakota v. Op-
perman, 428 U.S. 364, 383 (1976) (Powell, J., concurring)).

199 See Imwinkelried & Kaye, supra note 1.

200 See supra Part [V.B.3.
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serious crime in two ways. First, if a database of trace evidence DNA
genotypes from unsolved crimes is in place, a new arrestee’s genotype
can be compared to those genotypes. This can be called a one-to-many
database query in that one arrestee’s DNA record is compared to the
many records in the database of trace evidence. A “hit” could result in
continued pretrial detention, prosecution, and conviction for the unsolved
crime. Second, even if no unsolved-crime database exists, the arrestee’s
genotype can be included in a database of DNA records of arrestees.?0!
DNA found at a crime scene or on a victim in an unsolved case could be
analyzed and compared to all the potential offender records. This can be
called a many-to-one query in that the many arrestee records are com-
pared to the one trace evidence genotype. A “hit” in the arrestee
database could help solve the new case. This enhancement in crime-
fighting is the major interest that courts have invoked to uphold con-
victed-offender databanking.?°2 As we have just seen, it runs in two di-
rections. An arrestee who commits crimes after being booked might be
linked to those crimes, and an arrestee who has committed other crimes
before being arrested might be linked to those past crimes.

But the very fact that there are convicted-offender databases in
place diminishes the need for arrestee databases.2°> Many of the people
who are arrested already have convictions and should be in a convicted-
offender database. Arrestee databanking offers no new information
about these individuals. Of the remaining arrestees without previous
convictions, many will be convicted of the crime for which they were
arrested. Even without arrestee databanking, their genotypes would be
added to the convicted-offender database, albeit at a later time. Of these,
many will not be released pending trial in any event. Of those who are

201 The most useful system would retain the identifying data on all arrestees, even those
not convicted of any crimes. This would produce the largest database of potential offender
DNA records.

202 E.g., Boling v. Romer, 101 F.3d 1336, 1340 (10th Cir. 1996) (noting “the legitimate
government interest in the investigation and prosecution of unsolved and future criminal acts
by the use of DNA in a manner not significantly different from the use of fingerprints.”).
However, in upholding DNA databanking for convicted offenders, many courts also have re-
lied on the notion that a conviction inherently diminishes the strength of the individual’s pri-
vacy interest. See, e.g., Rise v. Oregon, 59 F.3d 1556, 1560 (9th Cir. 1995) (“Once a person is
convicted of one of the felonies . . ., his identity has become a matter of state interest and he
has lost any legitimate expectation of privacy in the identifying information derived from the
blood sampling.”).

203 In addition, the current backlog of samples to be analyzed and incorporated in the
convicted-offender databases indicates that the actual benefit to law enforcement of allowing
DNA sampling from arrestees may be limited, at least in the near future. However, this consid-
eration seems to bear more heavily on the wisdom of such legislation than on its constitution-
ality. If, in principle, arrestee data would be a valuable supplement to (or replacement for)
offender data, the Court probably would not invalidate legislation simply because a state is not
yet prepared to implement the legislation fully.
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released, many will not commit crimes. Consequently, the total impact
of taking DNA from arrestees could be small.

In several “special needs” cases, however, the Court has found the
balance to favor searches that resulted in very few “hits.” In Michigan
Department of State Police v. Sitz,2°* the Supreme Court validated the
state’s use of a roadblock to discover drunk drivers despite a resulting
arrest rate of only one to 1.5 percent. In Bell v. Wolfish,2°5 the Court
upheld body cavity searches of pretrial detainees despite the fact that
there had been only one instance in which an inmate was discovered
attempting to smuggle contraband. Indeed, in Camara, the fraction of
housing inspections that led to findings of code violations probably was
quite small.

But in these cases, the numbers of hits may be low precisely be-
cause the searches deter the conduct that they target. In National Trea-
sury Employees Union v. Von Raab,?°¢ the Court noted in dictum that
this point “is well illustrated also by the Federal Government’s practice
of requiring the search of all passengers seeking to board commercial
airliners, as well as the search of their carry-on luggage, without any
basis for suspecting any particular passenger of an untoward motive.”207
Even though only 42,000 inspections of over 10 billion pieces of luggage
have detected firearms, the Court reasoned that “[w]hen the Govern-
ment’s interest lies in deterring highly hazardous conduct, a low inci-
dence of such conduct, far from impugning the validity of the scheme for
implementing this interest, is more logically viewed as a hallmark of
success.”’208

The difficulty with applying this reasoning to arrestee DNA
databanking is that it is not obvious that individuals who would other-
wise commit murder, rape, or other crimes for which DNA evidence is
likely to be useful will be deterred by the possibility of having their DNA
analyzed in connection with an arrest for an unrelated offense. Neverthe-
less, it can be argued that knowing that one’s DNA is on file could raise
the perceived probability of apprehension and thereby deter some of-
fenses. Even so, if it seems that an arrestee is no more likely than a
randomly selected member of the general public to commit or have com-
mitted offenses for which DNA trace evidence will be found, courts may
be reluctant to conclude that the balance of interests supports DNA sam-
pling.2%? If reliable data were to demonstrate that individuals arrested for

204 496 U.S. 444 (1990).

205 441 U.S. at 559 (1979).

206 489 U.S. 656 (1989).

207 [d. at 675 n.3.

208 J4

209 See Rise v. Oregon, 59 F.3d 1556, 1560 (9th Cir. 1995) (emphasizing that Oregon’s
convicted-offender DNA statute authorizes taking “blood samples not from free persons or
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various offenses tend to commit other offenses for which DNA evidence
frequently is available, then the argument for allowing DNA sampling
upon arrest as a “trace evidence database exception” to the warrant re-
quirement should prevail.210

5. The Importance of Safeguards

The lack of a warrant or individualized suspicion does not, ipso
facto, render DNA sampling upon arrest unconstitutional. The “true
identity” exception and the type of balancing that generates the excep-
tions to the warrant requirement can justify some systems of DNA sam-
pling upon arrest. But “some” does not mean “all,” and informational
privacy must be respected if DNA sampling is to qualify as a reasonable
search and seizure.?!! As David Korn has written:

[P]rogress in molecular genetics . . . and biomedical re-
search . . . have generated deep social concerns about the
acquisition, protection, and use of genetic information.
That term, freighted with mystique and imperfectly un-
derstood by most of the populace, is generally regarded
with awe and fear: awe because the information is per-
ceived to be intensely personal private, powerful, pedi-
gree-related, and predictive[,] and fear because the
potential misuse of such information can lead to insur-
ance and employment discrimination, disruption of per-
sonal and familiar well-being, and stigmatization.?!2

even mere arrestees, but only from certain classes of convicted felons™); State v. Olivas, 856
P.2d 1076, 1089, 1094 (Wash. 1993) (concurring opinion) (“We would be appalled, I hope, if
the State mandated non-consensual blood tests of the public at large for purposes of develop-
ing a comprehensive Washington DNA databank.”).

210 Experience with DNA databases in several states and in the United Kingdom, as well
as statistics on recidivism suggest that this condition might hold. See LAWRENCE A. GREEN-
FELD, U.S. DEeP’'T OF JustiCE, SEXx OFFENSES AND OFFENDERS: AN ANALYSIS OF DATA ON
RAPE AND SEXUAL AssauLT 26 (1997); Richard Willing, States Adding Burglars to DNA
Databases, USA Topay, Dec. 7, 1998, at 1A; David Coffman, Address at the Fourth Annual
National Conference on the Future of DNA: Implications for the Criminal Justice System,
Albuquerque, N.M., May 3, 1999; Address by David Werrett, supra note 9. A Committee of
the National Academy of Sciences expressed a contrary view that was not supported by any
research at the time and that hindsight reveals was shortsighted See NaT’L REsEarcH CoUN-
ci., ComM. oN DNA TecHnoLoGY IN Forensic Science, DNA TecHNOLOGY IN FORENSIC
Science 120 (1992).

211 So must the interest in bodily integrity, but this concern seems easily met. Simple and
painless collection of DNA is technologically and economically feasible, and government offi-
cials concerned with public support and efficient operation of a system of DNA databanking
have ample incentives to use these minimally invasive procedures.

212 David Korn, Genetic Privacy, Medical Information Privacy, and the Use of Human
Tissue Specimens in Research, in GENETIC TESTING AND THE USE OF INFORMATION 16, 16-17
(Clarisa Long ed., 1999) (footnote omitted).
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Unfortunately, these fears are easily exaggerated?'® and manipu-
lated.2!4 The notion that our destiny is in our genes is as untenable?!5 as
it is popular.2'¢ Yet, the fact remains that DNA samples could be ana-
lyzed for a number of markers associated with congenital diseases or
susceptibility to other diseases.?!” Although health insurers are not espe-
cially interested in this information and although a small explosion of
state laws ban or restrict its use in insurance and the workplace,?!8 the
possibility that the government will allow the samples to fall into the
wrong hands or will misuse them for its own purposes must not be
ignored.?1?

213 For example, few documented cases of “genetic discrimination” can be found. See,
e.g., Philip R. Reilly, Genetic Discrimination, in GENETIC TESTING AND THE USE OF INFORMA-
TION, supra note 212, at 106. The studies that purport to reveal instances of discrimination
employ grossly biased sampling methods and ill-defined questions, and they fail to confirm
allegations of discrimination. Id.

214 Korn, supra note 212, at 27 (observing that the public is “susceptible to being stirred
up by anything containing the iconic words gene or genetic”).

215 See, e.g., R.C. Lewontin, The Dream of the Human Genome, N.Y. REv. oF Books,
May 28, 1992, at 31; Hugh Miller, III, DNA Blueprints, Personhood, and Genetic Privacy, 8
HeaLtH MaTrIX 179 (1998).

216 For instance, ACLU President and Professor Nadine Strossen announced that the
ACLU opposes DNA databanking because “[w]ho I am, my biological potential, my health
situation, my paternity, my race, all of these things that can be revealed through genetic test-
ing,” and “you cannot trust government with your most profound personal secrets.” 60 Min-
utes: DNA Data Banks Keep Track of Criminals, Cause Controversy (CBS television
broadcast, Apr. 18, 1999), available at 1999 WL 16209028.

217 E.g., Susanna Annunen, An Allelle of COL9A2 Associated with Intevertebral Disc
Disease, 285 Science 409 (1999). Genetic markers for behavioral traits or psychiatric condi-
tions are harder to discern. See, e.g., Peter Aldhous, The Promise and Pitfalls of Molecular
Genetics, 257 Science 164 (1992); John C. Crabbe et al., Genetics of Mouse Behavior: Inter-
actions with Laboratory Environment, 284 SciENce 1670 (1999); John R. Kelsoe et al., Re-
evaluation of the Linkage Relationship Between Chromosome 11p Loci and the Gene for Bipo-
lar Affective Disorder in the Old Order Amish, 342 NaTURre 238 (1989); Charles C. Mann,
Behavioral Genetics in Transition, 264 Science 1686 (1994); George Rice et al., Male Homo-
sexuality: Absence of Linkage to Microsatellite Markers at Xq28, 284 Science 665 (1999).
Yet, the belief that many behavioral markers exist (or someday will be found) is offered as a
reason to dispose of DNA samples. E.g., Nat’l Comm’n on the Future of DNA Evidence,
Proceedings, Mar. 1, 1999 (statement of Barry Steinhardt), available at http://www.ojp.usdoj.
gov/nij/dnamtgtransd/trans_h.html (visited Sept. 14, 1999) (“[T)here are many who will claim
that there are genetic markers for aggression, for substance abuse, for mental illness, for crimi-
nal tendencies, and even sexual orientation.”).

218 See, e.g., Or. REv. STAT. § 659.715; Lawrence O. Gostin & James G. Hodge, Jr.,
Genetic Privacy and the Law: An End to Genetic Exceptionalism, 40 JuriMETRICS J. 21
(1999); Korn, supra note 212, at 21-22 (concluding that “those efforts have yielded an uncoor-
dinated and often discordant patchwork of uneven scope and effectiveness™).

219 In the 1980s, several state police in New York used fingerprints from booking cards to
manufacture “evidence” with which to confront suspects. See John Caher, Judge Orders New
Trial in Murder Case, TiMeEs UNION (ALBANY), Jan. 8, 1997, at B2; John O’Brien & Todd
Lightly, Corrupt Troopers Showed No Fear, THE PosT-STANDARD (SYRACUSE), Feb. 4, 1997,
at A3 (an investigation of 62,000 fingerprint cards from 1983-1992 revealed 34 cases of
planted evidence among one state police troop). Of course, enterprising police officers seek-
ing an individual’s DNA can acquire samples from many sources. See, e.g., The Crier Report:
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To pass constitutional muster, a system of DNA databanking should
include effective provisions to ensure the security of the sensitive infor-
mation inherent in DNA samples. Two approaches to security are possi-
ble — “front-loading” and “back-loading.” Front-loading seeks to
preserve privacy by curtailing the creation of information.?2° In the con-
text of forensic DNA databanking, it confines the government to collect-
ing and retaining the minimum of information that is needed for
identification purposes. A back-loaded system forces the government to
keep the information in its own hands and to use it only as authorized.??!

A heavily front-loaded system would limit authorities to analyzing
genotypes that have no more social significance than other identifying
features such as skin color, eye color, fingerprint patterns, and blood and
tissue types. These genotypes do not expose our “most profound per-
sonal secrets,”222 and they are far less sensitive or revealing than the vast
array of nongenetic information that is the traditional subject of privacy
protection.?2*> The most puissant form of front-loading would be the au-
tomatic destruction of the samples once the identifying alleles are re-
corded. The result would be a database of computer-searchable — but
socially trivial—numerically encoded genotypic identifiers. DNA
databanking with personal identifiers would not be practiced, although
anonymized samples might be retained for quality control or research
purposes.?24 :

A back-loaded system would tolerate DNA databanks, but it would
prevent unauthorized access to and use of the personally identified DNA
samples by locking them up and establishing criminal or other penalties
for unauthorized access or use. Rather than attempting to stop the collec-
tion of information “up front,” it strives to curtail the dissemination and

Mandatory DNA Testing (Fox television broadcast, Mar. 11, 1999), available at 1999 WL
18330169 (New York City police obtained DNA from a suspected serial killer and rapist by
removing it from a coffee cup that he had used); Dan Kraut, Baltimore Cop Charged in Bank
Robberies, May 18, 2000, at http://dailynews.yahoo.com/h/a0/20000518/cr/baltimore_cop_
charged_in_bank_robberies_1.html (visited May 19, 2000) (saliva specimen of suspect “sur-
reptitiously obtained”). ‘

220 See Gostin & Hodge, supra note 218.

221 TIn the terminology of Gostin and Hodge, this would be an “information management
approach.” Id.

222 See supra note 22.

223 Records of credit card purchases, bank transactions, Internet use, and public library
borrowing, for example, are much more invasive of personal privacy. But see United States v.
Miller, 425 U.S. 435, 440 (1976) (reasoning that subpoenas to a bank for checks and deposit
slips did not intrude “into any area in which [the defendant] had a protected Fourth Amend-
ment interest” because the defendant had voluntarily relinquished these materials to the bank).

224 See, e.g., DNA Identification Act of 1994, 42 U.S.C. § 14133(b)(2) (permitting sam-
ples to be accessed “if personally identifiable information is removed, for a population statis-
tics database, for identification research and protocol development purposes, or for quality
control purposes™); IpaHo Cope § 19-5505(2)(d) (1997) (permitting “[a]nonymous DNA
records [to be] used for research or quality control”).
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use of the information. This is the approach currently taken with law
enforcement databanks.225 It cannot assure that misuse never will occur,
but the level of security is considerably higher than that sometimes sur-
rounding DNA samples in the private sector.

Of course, no system can reduce the risk of unauthorized disclosure
to zero. But the Constitution does not require perfection. Cases like
Whalen v. Roe??¢ indicate that the Court is unwilling to invalidate even
those databases containing information that is indisputably “personal in
character and potentially embarrassing or harmful”227 merely because of
the unavoidable risk of abuse.?2® In Whalen, the Court deemed the com-
bination of (1) a “statutory or regulatory duty to avoid unwarranted dis-
closures,”22? (2) physical measures to ensure security, and (3) a history
of operation that had not been marked by breaches of confidentiality,
adequate to satisfy the interest of patients in the privacy of their prescrip-
tions.23¢ No less should be required of a government databank of DNA
samples. With sufficient safeguards — but not without them—a system
for collecting DNA on arrest, analyzing it for appropriate genotypes, and
storing those data for law enforcement purposes should be constitutional.

CONCLUSION

The analytical framework for evaluating the constitutionality of rou-
tine DNA sampling of arrestees is complex, and the outcome of the anal-
ysis is debatable. Of all the constitutional guarantees, the Fourth

225 See, e.g., DNA Identification Act of 1994, 42 U.S.C. § 14133(c) (establishing a crimi-
nal penalty of up to $100,000 for knowing disclosure of “individually identifiable DNA infor-
mation indexed in a database created or maintained by any Federal law enforcement agency”
or for knowing receipt of “DNA samples or individually identifiable DNA information” in a
federal database”); Mp. CopE, Art. 88B, § 12A(n) (misdemeanor penalty of up to $1,000 fine
and three years imprisonment).

226 429 U.S. 589 (1977).

227 [d. at 605.

228 See supra Part IILB. Indeed, according to some commentators, “[a]lmost any precau-
tion against unauthorized disclosure seems adequate to allow governmental information-gath-
ering to pass muster.” Burk & Hess, supra note 18, at 40.

229 429 U.S. at 605.

230 The Whalen Court examined the system for maintaining the confidentiality of the pre-
scription records in some detail:

The receiving room is surrounded by a locked wire fence and protected by an alarm
system. The computer tapes containing the prescription data are kept in a locked
cabinet. When the tapes are used, the computer is run “off-line,” which means that
no terminal outside of the computer room can read or record any information. Pub-
lic disclosure of the identity of patients is expressly prohibited by the statute and by
a Department of Health regulation. Willful violation of these prohibitions is a crime
punishable by up to one year in prison and a $2,000 fine. At the time of trial there
were 17 Department of Health employees with access to the files; in addition, there
were 24 investigators with authority to investigate cases of overdispensing which
might be identified by the computer.
Id. at 595.
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Amendment casts the longest shadow over proposals to take samples
from all individuals brought into custody. Although some procedures for
obtaining and analyzing the DNA arguably do not even rise to the level
of a search, others clearly do. Even so, for all methods of sampling, there
is a sharply diminished expectation or invasion of privacy as compared
to the traditional search for contraband or instrumentalities of a crime,
and the normal reasons for a warrant and individualized suspicion are
attenuated. Where the primary purpose of DNA sampling upon arrest is
the acquisition of a permanent personal identifier for individuals who are
in custody, the traditional “true identity” exception to the warrant re-
quirement for fingerprinting, photographing, and the like, as well as the
“special needs” line of cases support the collection of the DNA records.

But DNA databases can do much more than discern an individual’s
true identity. They can associate individuals with crimes. A database
created and used for general law enforcement purposes fits poorly, if at
all, into the existing mold of Fourth Amendment exceptions to the war-
rant requirement. Nonetheless, a cogent argument can be made for a
new exception to the warrant requirement for the relatively nonintrusive
collection of nonstigmatizing, personally identifying markers that can
generate a list of probable perpetrators of serious crimes. The Reasona-
bleness Clause requires a balancing of the nature and extent of the in-
fringement of the individual’s privacy against the value of having a
database of genotypes. With convicted-offender databases, every court
that has undertaken this balancing has concluded that DNA databanking
is reasonable. Yet, the very existence of these offender databases, com-
bined with the routine practice of fingerprinting arrestees, weakens the
case for the constitutionality of compulsory DNA sampling upon arrest.
Which way the balance tips is a close question, but one that should be
resolved in favor of a minimally invasive, highly secure system for DNA
databanking even at the point of arrest.23!

231 Given the fractious nature of proposals to enlarge DNA databanking, it may be useful
to make explicit an elementary point: not all that is constitutional is advisable. Resources for
enforcing the criminal laws are scarce, and the analysis here does not begin to answer the
question of whether acquiring DNA on arrest has sufficient marginal benefits to make it a wise
investment. In addition, the system will have a disparate impact on racial minorities. Relative
to population size, about five times as many African-Americans as whites are arrested for
crimes of murder, rape, robbery, and aggravated assault. See THE REAL WAR oN CRIME: THE
ReporT OF THE NATiONAL CRIMINAL JusTicE CommissioN 107 (Steven R. Donziger ed.,
1996). About three times as many African-Americans as whites are arrested for less serious
crimes, which make up the bulk of arrests. Id. at 107-08. Moreover, the sheer reach of arrest-
based databases should make one pause. From studies of the prevalence of arrest in New York,
California, and Pennsylvania, as well as nationally, it appears that, by the time they turn 30, at
least 25% of males will be included in a database of DNA profiles if DNA is sampled on
arrest. See Donziger, id., at 36 (reporting that “there are least 30 million individuals in the
United States with a criminal record” and that a “conservative” estimate is “that one-fourth of
all men in the United States have a criminal record on file with the police”). The figure is
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likely to be closer to 50%. It will be much higher in areas aggressively patrolled by police,
and it will approach 100% in some African-American neighborhoods. See Jerome G. Miller,
From Social Safety Net to Dragnet: African American Males in the Criminal Justice System,
51 WasH. & Leke L. REev. 479, 485 (1994) (reviewing studies and surmising that “the percent-
age of nonwhite males [in cities] who could expect to be arrested and at least briefly jailed
would [be] 90%”).






